Formalizing Hardware-Software
Contracts in | \v/\

THEOREM PROVER

| Zeng Thomas Bourgeat

=PrL

29.11.2024



4y

SPECTRE

P. Kocher, J. Horn, A. Fogh, D. Genkin, D. Gruss, W. Haas, M. Hamburg, M. Lipp, S. Mangard, T. Prescher, M. Schwarz, Y. Yarom —
Spectre Attacks: Exploiting Speculative Execution — S&P 2019




Researchers Disclose New Side-Channel Attacks
Some Scary News @ oitosl avp cpus
- i

By Eduard Kovacs on October 15, 2021

MR .. Sl - _a

RSS

s of new timing and power-based side-channel
D, but the chipmaker says no new mitigations are

& : by researchers Moritz Lipp and Daniel Gruss of the
pel Schwarz of the CISPA Helmholtz Center for

those who dilcovered the original Meltdown and
BB

Home News Sport Business Innovation Culture Arts Travel Earth Video Live

Intel, ARM and AMD chip scare: What
you need to know

4 January 2018 Share < Save +

ELOPING STORY .= J

IPUTER CHIP FLAWS IMPACT BILLIONS OF DEV




Spectre Attacks
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SPECTRE Speculative execution




A Spectre Vulnerable program

Cannot access when is out of bounds?

size of array

1f (x < size){
access “secret”

out = B[tmp]

specul
exec

} leak via

data cache

(x < size) == true X

ﬂ%{%

Hardware



How to formalize Spectre vulnerabilities?



How to formalize Spectre vulnerabilities?

Program 7T is speculative non-interference (SNI): Vo, ¢’ : states,

[7]**(0) = [7]**(c") = [7]**(0) = [=]**(c)

Compare leakage without and with speculation



Speculative Execution

LOAD
p(a(pc)) =load x,e @ x#pc n=(e)(a)
(m,a)— (m,alpc — a(pc) + 1,x — m(n))])

LOAD
p(a(pc)) =load x,e  (m,a)—(m’,a’)

seq
\ct <m,7 a,>

IWI seq (g) Sequence execution with events

load (e)(a)

(m,a)

%
I7T I °P 60(0 ) Speculative execution with events Branch predictor

BRANCH

p(O'(pc)) — beqz xag gcorrect — {

14 if o(x) =0
o(pec)+1 otherwise

w 1f @ =

Ui e{l,o(pc)+1}\7 Dy =
mispred { (P ) }\ correct mispred {0) otherwise

Spec

pc Cpmi
" (o[pe Cmispred), Omispred) * (O [PC > Leorrect|, @) - 5

(c,0+1)-s




1f (x < size){

tmp = A[X] 01=A+XI—>LZ
b ®

|7]°“U (1) = start - jump end

|7]*?(62) = start - jump end

|7]°P““(6,) = start - load (A + x) - load (a) - jump end

|7 ()

start - load (A + x) - load (b) - jJump end



Demo

Spectre-v1.lean



Speculative Execution

But that’s not true....

There can be a huge gap between ﬂ: ® ]] Spec

the hardware and the model

Hardware

Develop an abstract model of
hardware leakage




Key idea

Contract

Hardware

[7]**(0) = [7]***(¢") = [7]**(0) = [7]**(c)

[7(0) = [7](0)) = (7)(0) = (7) (o)

M. Guarnieri, B. K&pf, J. Reineke, and P. Vila \ |
Hardware-Software Contracts for Secure Speculation Hardware Semantics

S&P (Oakland) 2021 (gest Paper Award \\j)



Hardware Software Contracts

[[ ° ]] . prog — state — List events

[[ ® ]] — Execution Mode X Observer Mode

Execution Mode

Observer Mode

[-], — [ﬂ;fceg

{Seq, Spec, ...} b - Jicasees
{Arch,CT,...} L



Using Hardware-Software Contracts

From software side

1f (X < size){
Al[X]

tmp

[7]*1(0) =

|7]

seq(o_/) .
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Spectector
Automatic detection of speculative information flows

|70

start:
%cond «— %x < %size
br %cond, then, end

I(o)

ks

> load %tmp, %A + %X

I (o)

load %out, %B + %tmp

br end



Spectre attacks

start:
hcond < Y (hx, /size)
br %cond, then, end

flow (v (%x, hsize))
— start(0)
block(then)

then: load(¥ (%A, %))
load %tmp : w (%A, %x) load (v (% B, read(mem, ¥ (%A, %x))))

load %out, v (%B, %tmp) ¥i(i§1gg€cfll{€?0)

br end block(end)

®  Kawa: An Abstract Language for Scalable and Variable
Detection of Spectre Vulnerabilities
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p Abstract chitectural state, e.g., in the cache state. In the prototypic:
Since the discovery of Spectre attacks, various detection Spectre v1 example below, arbitrary out-of-bounds arra

methods for speculative vulnerabilities have been developed.
Sound static analyses based on symbolic execution give pre-
cise results but lack scalability, while pattern-based analyses
can accommodate large code bases but may be unsound and
require manually crafted patterns for each microarchitecture.

We introduce Kawa, an abstract language designed to
model control and data flows, allowing efficient analysis
of Spectre vulnerabilities. KAWA’s abstract nature also en-
ables interpretation as schemata to capture entire classes of

accesses to array A can be triggered if the attacker contro.
the input x and trains the branch predictor to mispredict th
condition of the if-statement.

Example 1.1. The prototypical Spectre-v1 example [7]:
if (x < size) out = B[A[x] * 512];

To address Spectre and related vulnerabilities, variot
countermeasures have been proposed, both at hardware [1
12, 18-20] and software level [4, 8-10, 15, 17, 21]. This wor

‘Fnr‘nono atal cnﬂ‘urarn-]nvn] ADFDY\QPQ ‘l’]’\ﬂfn H'\n mnin l‘]’\ﬂ



Let’s do everything using proof assistants

NEEEER R R R

32

headConf (cr(corre ne(i — 1)(|buf;_;|)))pe — £] because headConf(cr(corre p:(i — 1)(In(hr(i —
1)))))(x) = 0. From (m;_y,a;—1) W buf;_; = headConf(cr(corre; n(i — 1)(|buf;_,|))), we therefore
get headConf (rb(corre (i — 1)(In(hr(i—1)))) = (mi_y,a;_) & buf;_,[pc — £]. By leveraging
- -’s definition and ¢ = ¢/, we get headConf(rb.(corre (i — 1)(In(hr(i—1)))) = (mi_1,a;—1) &
(buf;_, -pc + '@apl(a;—y,buf;_,)(pe)). From buf; = pc « {'@apl(a;—1,buf;_,)(pe) - buf;_,,
a; = a;_y, and m; = m;_;, we get headConf(rb.(corr.; (i — 1)(In(hr(i—1)))) = (m;,a;) & buf;.
Finally, from corry (i) = correepne(i — 1)[In(hr(i — 1)) + 1 — rbe(correepe(i — 1)(In(hr(i —1)))],
\buf ;| = In(hr(i— 1)) + 1, buf = buf;, we get (m;,a;) & buf = headConf (cr(corrc, n:(i)(|buf]))).

(ii): We need to show #mispr((m;,a;),buf) + 1 > |cr(corre ne(i)(|buf|))|. From (H.3.a.ii) and buf; | €
prefixes(buf;_,), we have #mispr((m;_y,a;—1),buf;_)+1 > |cr(corree ne(i — 1)(|buf;_,|))|. From buf =
pe « ¢'@apl(a;_y,buf;_;)(pc) - buf;_, and headConf(cr(corr . (i—1)(In(hr(i—1)))))(x) =0, we get
that #mispr({mi_1,ai-1),buf) = #mispr((mi_1,a;—1),buf;_,). From (2) and p(apl(ai-1,buf;_,)(pc)) =

O n e m O re re a S O n . beqz x, £, we get that cr(corre ne(i—1)(|buf;_,|)+1) is obtained by executing the BRANCH rule of —
. starting from cr(corre; ne (i —1)(|buf;_|)). From this and Lemma 2| |rb.,(corre ne (i —1)(In(hr(i — 1)))| =

lcr(corree ne(i — 1)(|buf;_1|))|- Therefore, we get #mispr({m;_1,ai—1),buf) + 1 > |rb(corre p:(i —

1)(In(hr(i—1)))|. Finally, from a; = a;—1, m; = mj_1, corre, (i) = correepe (i — 1)[In(hr(i— 1)) + 1+

rb(correpe (i — 1)(In(hr(i — 1)))], and |buf| = In(hr(i — 1)) + 1, we get #mispr((m;,a;),buf) + 1 >

(ﬁJ;r(sgerrcrﬁ;gg('bg |))L.how #mispr((m;,a;),buf) = 0 > headWndw(cr(corre . (i)(|bufl))) = eo. B 80 pages

From (H.3.aiii) and buf; |, € prefixes(buf, ), we have #mispr((m;_y,a;1),buf; ) = 0 &
headWndw(cr(corre ne(i — 1)(|bufi_1|))) = eo. From (2) and p(apl(a;i—1,buf;_,)(pc)) = beqz x,¢,
we get that cr(correpn:(i — 1)(|buf;_4|) + 1) is obtained by executing the BRANCH rule



Using Hardware-Software Contracts
From hardware side

[7] (o) = [7](c) =

G IvVen any Component States Initial state Functions
Cache CacheStates cs access : CacheStates x Vals — {Hit,Miss} update : CacheStates x Vals — CacheStates
Branch predictor  BpStates bpg predict . BpStates X Vals — Vals update : BpStates X Vals x Vals — BpStates
Pipeline scheduler ScStates 5Co next . ScStates — Dir update : ScStates X Bufs — ScStates

. prog — hardware_state — List events



| —
—> ratire execute

EXECUTE-BRANCH-COMMIT
|buf| =i—1 a = apl(buf,a) spbarr@T’ & buf
bo#€  p(fy) =beqz x,L" (d(x) =0AL=2L")V (a'(x) € Vals\ {0, L} N\L=4y+1)  bp' = update(bp,ly,l)

execute i

(m,a,buf - pc < L@Ly - buf’,cs,bp)————(m,a,buf - pc < L@¢ - buf’,cs,bp’)

a EXECUTE-BRANCH-ROLLBACK
etC buf|=i—1  d =apl(buf,a)  spbarr@T’ &buf Lo#€e  p(fy) =beqz x,!"
(a'(x) =0ALA L")V (d'(x) € Vals\ {0, LY AL#Ly+1) U e{t' bo+1}\{¢}  bp' = update(bp,ty,l)

execute i

(m,a,buf -pc <+ L@Ly - buf’,cs,bp)—————(m,a,buf - pc + ' @&, cs,bp’)

Definition (Out-of-order scheduler)

S

000 .= fetch-fetch-execute-fetch-execute-retire:--

Definition (Sequence scheduler)

Sseq .= fetch-execute-retire-fetch-execute-retire---



Formalizing Hardware-Software Contracts



Goal

Theorem 1 (Contract Satisfaction 1):

For any hardware model instantiated by arbitrary cache,
branch predictor, and scheduler, we have;
=[] =) = R = )

[7] (o) =[] (o)

Conclusion: For any program 7, if Spectector/Kawa shows that

7t I1s SNI, then 7 is secure against side-channel attacks on this
machine model



Fact 1 (Contract Satisfaction 1): 4 A

. . . Because the
For any hardware model iInstantiated by arbitrary cache, s boring
branch predictor. If the scheduler is S, , we have: / /
= -]
: : oAk~ A O 5
Proof by induction T Q._lz T
o o o _\Q O \O \O \< ) N\ e e e
on contracts step SN 7
with an invariant L et =) —(— .-
- —(_F (== -~ hardware step

segsat.lean



Future Work

@ - 1

Hardware Contract

1. Challenge of contract satisfaction proof
2. A program logic for proving SNI

(Relational Hoare Logic, Hyper Hoare Logic)



Full stack verification

1. More realistic examples (Model Checking + Proof Assistant)
2. Secure compilation



